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“…possibly the single-most transforming thing in our 
forces will not be a weapons system, but a set of a set of 

interconnectionsinterconnections and a substantially enhanced capability 
because of that awarenessawareness.”

-- Defense Secretary Rumsfeld



• Trusted, Dependable, Global Network 
and Communications Operations 

• Joint Command and Control 
Applications and Operations

• DoD Capstone Defensive Information 
Operations

• Assured Computing for Combat Support
• Combined and Joint Interoperability 

Activities

Joint Mission Capabilities
• Military Services
• Joint Staff
• CINCs and JTFs
• Deployed forces below JTF
• Defense Agencies
• Intelligence Community

Global C4 capabilities supporting and connecting diverse 
customers, under all conditions of stress.

.   .   .   .   .   .   .   .   .   .   .   .   .

• President and Vice President
• SecDef and OSD

Supported Missions/CustomersSupported Missions/Customers
.   .   .   .   .   



““Freedom is not synonymous with an easy life.... There are many 
difficult things about freedom: It does not give you safety, it creates 
moral dilemmas for you; it requires self-discipline; it imposes great 
responsibilities; but such is the nature of Man and in such consists 

his glory and salvation.”

Margaret Thatcher
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Face-to-Face Command and ControlFace-to-Face Command and Control
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Joint Worldwide 
Intelligence 

Communication System
Joint Intel Center
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OC3 Mux Fiber PP
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Common Operational Picture Common Operational Picture ––
Real-Time Video, Integrated Imagery



Common Operational Picture Common Operational Picture ––
Theater Ballistic Missile, Integrated Intelligence

UNCLASSIFIED



UNCLASSIFIED



UNCLASSIFIED



Common Operational Picture Common Operational Picture ––
Battle Damage Assessment, Sensor Availability

Planning “Room” with Audio and Video

VAT

VIC

CVW Client: Navigation and Main Windows and the
COMPASS Plan of the Day

Rendezvous Whiteboard

Airspace Control
Measure (CTAPS)

Strike Mission
Navigation Routes
(AFMSS)

Chemical Weapon
Plume
(DSWA OMEGA)

Radiological
Weapon Plume
(DSWA CAPS)

Preview and
Simulation Display
Objects

GCCS System Chart with COMPASS Overlays and CRP in
progress

“GCCS is absolutely critical to CENTCOM’s operations … But it is not 
really on my screen because it works well … it has been integrated and 
tested.”  -- CENTCOM J6



Military
Telecom

Fixed  
Locations

Executive
Leadership

15 Step/
Teleport Sites

Joint Task
Forces 

Worldwide

300 Ships

DoD 
Classified 

Data Network

DoD
Unclassified
Data Network

Presence in 
65 Nations 90 Current

Missions

Internet
250 – 500M 

Users
Intelligence 
Networks

Each event is more distributed 
– affects users and  infrastructure

Each event more complicated  
-- more vulnerabilities, harder to protect

124 SABI Guards

84% Compromises Exploit Known 
Problems

100-150 Large Scans/Day (<100K Hosts)
58% compromises MS Servers

Standard ACL for 
Internet/NIPR G/Ws

2.1 Gbps Thru 22 G/Ws

~100,000
LANs

1,500
Base/Post/

Camp/Stations
Worldwide

Deployed 
Forces

Personal
Communications

Service

120,000 
Commercial

Telecom 
Circuits



� Lower overall virus numbers 
but . . . More complexity and 
danger

� Each piece of IT comes with 
risk
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““Liberty means responsibility.  That is why most men dread it.Liberty means responsibility.  That is why most men dread it.””
George Bernard Shaw

““There are no shortcuts to any place worth going.There are no shortcuts to any place worth going.””

Publilius Syrus



Robust Net-
centric Force

Networks with Services that enable Precision Search, 
Smart Data Pull, and Collaborative Operations –

GIG-BE, TCS, Horizontal Fusion (NCES)
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Best Practices

Plan Project
• Select Best Practices 

Process
• Tailor Project
• Assign Resources
• Estimate Project

Project EngineerProject Engineer

ProjectProject
DatabaseDatabase

Schedule & Manage 
Project

• Schedule Project Dates
• Add Relationships
• Reassign Resources
• “What If” Analysis

Project PlannerProject Planner

Process Process 
LibraryLibrary

Process EngineerProcess Engineer
Processes, Standards, 
& Best Practices
• Build 
• Customize
• Refine

M
o
d
i
f
y

Modify

Improve

S
t
o
r
e

Web View

Update Collect Actuals

iTimeiTime

Access

Organizational Website
• Graphical Displays
• Run Organization

Reports
• Zoom-in to Projects

ADvisorADvisor

Project Website
• Examine Project

Detail
• Run Project Reports

Team Member Website
• Examine Assignments
• Research Process data
• Access to iTime

Project
Managers

DevelopersExecutives

Process

Architects

Project

Managers

Administrator

POCPOC

Web View

Any
DISANet
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• Community Source Process
• Shared Source and/or Component 

Libraries
• Common Architectural Approach

• Shared Software Safety Approach… 
Security, Availability, Reliability, Risk 
Environment, QoS

• Common Lifecycle Approach
• Shared Test Environment Replicating 

Real-World Scale
• Shared Requirements Management
• Shared Roll-Out Planning and 

Execution

Product

Popkin,
METIS,
SLATE

Rational
RUP

Collabnet
SourceCast

Product

Popkin,

SLATE
Rational

RUP

Collabnet
SourceCast

Process

Ar
ch

ite
ct

ur
e



(Proposed) Objective DISN Services:
• SLA-based Voice, Video, Data Services

�End-to-End Qos
�Dynamic Provisioning
�Cacheing, Content Delivery, 

MultiCast,
�“Bandwidth on Demand”
�Effective, Efficient Acquisition & 

Management
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(Proposed) Objective Computing Services:
• SLA-based MIPS and Bytes

�Capacity on Demand
�Dynamic Storage Provisioning
�Reliable Data Distribution and 

Replication
�Effective, Efficient Acquisition & 

Management
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MontgomeryWarner Robins
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Rock Island

St Louis

San AntonioSan Antonio

San Diego

Dayton

Indianapolis

Charleston
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MechanicsburgColumbus



• The Open Grid Services Architecture (OGSA)…“allow 
applications to access and share resources across 
distributed, wide area networks”

• Uniform exposed service semantics
• Defines standard mechanisms for creating, naming, 

discovering transient Grid service instances
• Provides location transparency and multiple protocol bindings 

for service instances
• Support integration with underlying native platform facilities 

(e.g. Linux)

�Heterogeneous Storage, Bandwidth, Processing “On Demand”
�Network as a Backplane

http://www.globus.org/research/papers/ogsa.pdf



Virtual Hosting
Environment

Simple Hosting
Environment
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Cert
Svr Dir

Svr

Portal
Svr

(Proposed) Objective Enterprise Services:
• Building Blocks for Secure Integration of 

Applications and Data Sources
�Identification & Authentication
�Directory
�Messaging & Transactions
�Information Management (Discovery, 

Access, Dissemination)
�Collaboration
�Enterprise Management



• The OpenGIS Consortium (OGC) Service 
Architecture…“provides a framework for developers to 
create software that enables users to access and 
process…data across a generic computing interface 
with an open IT environment ”

• Extensible beyond geospatial data
• Enable interoperable data services through interface 

standardization
• Support development of a service catalog through definition of 

service metadata
• Separate data instances and service instances
• Enable use of one provider’s service on another provider’s data
• Define an abstract framework which can be implemented in 

multiple ways

http://www.opengis.org/techno/specs/99-051.pdf



Platform
Independent
UML Model

Platform
Independent UML User

Interface Model

Platform
Independent UML
Processing Model

Platform
Independent UML
Information Model

Human Interaction
Services

User Processing
Services

Shared Processing
Services

Model/Information
Management Services

Map to
web, PC,
PDA GUI

Map to
J2EE,

Websvcs,
OGSAAbstract

Specification

Map to
RDB,

file



Cert
Svr Dir

Svr

Portal
Svr

(Proposed) Objective Applications & Data 
Sources

• Community of Interest Functionality
• Secure, Interoperable Plug-n-Play Data 

Sources and Applications



Adaptive Situation Awareness
Mission Capability Package

Broadcast

Group Chatt Space Storage

Conferencing

Dynamic decision support
• Convergence of ISR, 

maneuver & other info
• (plans, strike, fire support, 

combat support, & 
infrastructure databases)

for past, present, & future 
total operational 
awareness and 
assessment

• Capability to bring to war-
fighters timely decision-
focused displays & 
supporting products which 
are tailored to the 
situation, mission and 
decisions at hand

• Capability to display 
awareness of force C2 
posture, including 
functional impacts of 
information system status 
and information operations

ACTDs: ABA
JBFSA
Gridlock
CINC 21
Web I3 (BADD)
ISSA, C-IA COP



Force Readiness, Deployment, &
Sustainment Mission Capability Package

“Capability-based, continuous optimization of global & regional deployments”
“Minimum support base forward, Maximum flexibility”

• Capability to provide 
readiness assessments 
for units or for aggrega-
tions of total forces in 
multi-plan deliberate 
planning

• Capability to collaborate 
in COA evaluation and 
continuous, global force 
projection operations 
from peacetime ops thru 
major contingencies

• Capability to synchro-
nize logistics operations 
with combat mission 
operations 28     30       32       34        36       38       40       42 44
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Theater Force Protection
Mission Capability Package

• Capability to support 
threat warning, 
avoidance, prevention, 
preemption
• (“the only good battle is 

the one never fought”)

• Capability to provide 
DOD’s portion of inter-
agency Crisis and Conse-
quence Management if an 
attack occurs

• Capability to coordinate 
Joint Rear Area FP/AT of 
critical bases, assets, & 
host nation infrastructure

“Move to prevent or avoid, rather than manage consequences”

HLS COP

ACTDs: CRASOC2,
HLS C2, ProForce,
ANID



JTF / CTF Employment
Mission Capability Package

Execution 
Checklist
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“Effects-based, minimum footprint, self-synchronized”

Execution Checklist

0000Z
-0d4h0m

0100Z
-0d3h0m

0200Z
-0d2h0m

0300Z
-0d1h0m

0400Z
11 Feb 00 0500Z

0d1h0m

ISB
Execute Order

0000Z

Lafferty Hts Lafferty Hts

TF Teal
ISB
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OB1 OB1
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OB3OB3

Offload
0125Z DP2
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0020Z

Updates
0200,0230
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Kinsley

2350
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• Distributed, collaborative, 
information-centric 
decision support on 
employment courses of 
action across ops, log, &
intell, including the 
capability to create 
“alternate reality” palettes 
for planning, assessment, 
& plan vs actual 
monitoring

• Portal-based planning & 
information sharing 
support for coalition and 
inter-agency C2 
operations

ACTDs: CINC 21
C4EES
Global Strike



Track
Readiness

Discovery

Fusion

Persistence

Distribution

Domain
services(Notional)Targeting

Today: Systems with
Targeting Applications

GCCS
ABCS

GCCS-M
TBMCS

CapabilityEnterprise
services Key:

Service

Capability discovers and 
uses common services



"With less than half of the ground forces 
and two-thirds of the air assets used 12 

years ago in Desert Storm, we have 
achieved a far more difficult objective….

"In Desert Storm, it usually took up to 
two days for target planners to get a 

photo of a target, confirm its 
coordinates, plan the mission and 

deliver it to the bomber crew. Now we 
have near realnear real--time imagingtime imaging of targets 

with photos and coordinates transmitted 
by e-mail to aircraft already in flight. 

"In Desert Storm, battalion, brigade and division commanders had to 
rely on maps, grease pencils and radio reports to track the 

movements of our forces. Today our commanders have a realreal--time time 
display of our armed forcesdisplay of our armed forces on their computer screens….

"The superior technologysuperior technology we now possess is perhaps the 
most obvious difference between the Gulf War...”

-- Vice President Cheney speaking on Operation Iraqi Freedom, 9 April 2003
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